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Fig. 1.5 A cloud and edge enabled IoT and CPS vision
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Fig. 2.3 Various cloud and edge architectures for dynamic environments

© Ravi Sandhu

World-Leading Research with Real-World Impact!

14

C-SPECC

Edge-Edge

Center for Security and Privacy
Enhanced Cloud Computing

UTSA =

Computer Science



IC'S CE-loT Basic Architectures C-SPECC

Center for Security and Privacy
Enhanced Cloud Computing

The Institute for Cyber Security

User and Administrator Interaction
User and Administrator Interaction

1 !

C Application Layer ) ( Application Layer ’
Cloud Services Layer
CClOUd Services Layer) h. 4

C\firtual Object Layer)
C Virtual Object Layer )
Object Abstraction
Layer
C Object Layer )
C Object Layer )

!

User Direct Interaction I
User Direct Interaction
a) ACO Architecture b) Enhanced ACO Architecture for WloT
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Fig. 7.2 Access and communication control shown in different CE-IoT architectures
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Fig. 7.3 Access control and communication control requirements in CE-IoT
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Fig. 7.4 Adttribute-based access control vs. attribute-based communication control

© Ravi Sandhu

World-Leading Research with Real-World Impact! Um@%

- Computer Science



I’ C °S CE-loT for Smart Cars C-SPECC

- - Center for Security and Privacy
The Institute for Cyber Security Enhanced Cloud Computing

USER AND ADMINISTRATOR

Applications

[ Cloud Services Layer ]

Cloud or Fog

©
-w wv
B o« 8
S
[ =
=]
£ :
5
2 Clustered Objects | [<— 3
: :
Q «—
& £

I.ISER
) Extended ACO Architecture for Connected Car and IoV

b) Connected Car and Vehicular IoT Components in Extended ACO Layers

Fig. 2.6 Extended ACO architecture for reflecting clustered objects and interactions

© Ravisandhu World-Leading Research with Real-World Impact! UM%

- Computer Science



I-C-§

The Institute for Cyber Security

© Ravi Sandhu

CE-loT for Smart Cars
Dynamic Groups

i e 1
. 3 Clay & N 3

| / NP

| $ —= ( School !

LR / acramer? Buses )

: | Cars \, /

: \ / ket . \.‘Hh“‘“—”'f/.

: e e S :

| £ y b

: A ’ E \ Police ;

7 < e 3 1]

L2/ Infra- \ [ \ 3 "

L& ) | Buses |

| Semsors | | / /

[ @\ / D i Location

2 P Group C

| % Location s

| Group A ( Cars \)

|

S : () |

Carmgpon P! ] \
\a Aen L o v a i
\“""—‘-—-"'/ L)
Union ‘E + Location #f’ &
&:,__.. > X K
l.\ e E — o 1 N, Gfr’gup B‘b \'p’

Fig. 6.2 Groups hierarchy with multiple levels

World-Leading Research with Real-World Impact!

24

C-SPECC

Center for Security and Privacy
Enhanced Cloud Computing

UTSA =

Computer Science



I' CS Access Control C-SPECC

- - Center for Security and Privacy
The Institute for Cyber Security Enhanced Cloud Computing

Discretionary Access Control (DAC) Mandatory Access Control (MAC)
1970 1970

Role Based Access Control (RBAC)
1995

v
Attribute Based Access Control (ABAC)
Relationship-Based Access Control (ReBAC)
Usage Control (UCON)
2020s (Hopefully)

© Ravi Sandhu

World-Leading Research with Real-World Impact! ljm@%

- Computer Science



I. C . S Access Control Research C-SPECC

CO n Ve rg e n Ce Center for Security and Privacy

The Institute for Cyber Security Enhanced Cloud Computing

S S ——

]

Access Control

I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
| Convergent Access Control (CAC) |
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I
I I

A l - -
Pcclfess f/[m:itrlo Enforcement Application
olicy Vlodels Models Context
L e e e e o e ]
?hiiasvnidsf ?,f:;ared by Smriti Bhatt World-Leading Research with Real-World Impact! Um@%s

” Computer Science



I-C-S

The Institute for Cyber Security

» Mehrnoosh Sha
Control in 1oT En

> Safwa Ameer, U
Enabled loT Witt

» Maanak Gupta,
Access Control v

> Smriti Bhatt, At
Models for Clouc

» Asma Alshehri, .
of Things, Spring

© Ravi Sandhu

Joint Work with
Doctoral Graduates

USER-TO-DEVICE ACCESS CONTROL MODELS FOR CLOUD-ENABLED 10T WITH
SMART HOME CASE STUDY

by

SAFWA AMEER. M.Sc.

DISSERTATION
te Facl

ulfillment
Of the Requirements
For the Degree of

DOCTOR OF PHILOSOPHY

COMMITTEE MEMBERS:

Prof. Rav Q dh Ph.D.. Chai
Prof. Jianwei Niu , Ph.D.
Prof. Xia aoyin n Wang. Ph.D.
Prof. Weining Zhang, Ph.D.
Prof. Ram K shna Phl)

THE UNIVERSITY OF TEXAS AT SAN ANTONIO
College of Science
Department of Computer Science
August 2021

World-Leading Research with Real-World Impact!

27

C-SPECC

Center for Security and Privacy
Enhanced Cloud Computing

tration of Access

odels for Cloud-
ner 2021.

irs and Big Data:
2018.

)unication Control
er 2018.

1-Enabled Internet

UTSA =

Computer Science



Smart Home loT EGRBAC
(Extended Generalized RBAC)

I-C-S

The Institute for Cyber Security

DEVICE
ROLES
(DR)

ENVIRONMENT
ROLES (ER)

C-SPECC

Center for Security and Privacy
Enhanced Cloud Computing

DEVICES
)

L3
L 3

3
Y

OPERATIONS
(OF)

PEREMISSIONS
(F)

ENVIRONMENT

World-Leading Research with Real-World Impact!

CONDITIONS (EC)

Assignment

Association
Constraints

UTSA =

Computer Science



I. C .S Smart Home loTHyBACee  C-SPECC

(Hybrid AC Role-Centric)

Center for Security and Privacy

The Institute for Cyber Security Enhanced Cloud Computing

DDA

DEVICE DEVICES
DUSA } ROLES (D)
! (DR)
I
i
i
i
¥
DUSA
L 4
Y
OPERATIONS
(OP)
ENVIRONMENT
: ROLES (ER)
— s
ASS.IQHI'I"IEW( _ i PERMISSIONS
.......... > Derived Relation ' (P)
B Caonstraints EA
"""""" Attribute Association ¥
------------- > Inheritance i
ENVIRONMENT
CONDITIONS (EC)
World-Leading Research with Real-World Impact! UIM %

- Computer Science



I. C.S Smart Home loT HABAC C-SPECC

(Home ABAC)
The Institute for Cyber Security

Center for Security and Privacy
Enhanced Cloud Computing

Constraints on OPA
Session attributes

OPERATIONS
OP

Constraints on User
attributes

Authorization

ENVIRONMENT
STATE
——————————— Association {current}
- (Creator
—_— Inheritance

e Constraints

ESA

World-Leading Research with Real-World Impact!
30

UTSA =

Computer Science



. . Smart Home loT HyBAC, .
I C S (Hybrid AC Attribute-Centric) C-SPECC

- - Center for Security and Privacy
The Institute for Cyber Security Enhanced Cloud Computing

Constraints on OPA
Session attributes

USA Y USA OPERATIONS
' ; OP
{ Constraints on User }_____i i

4

attributes

DA

ENVIRONMENT
STATE

——————————— Assaciation {current}
<«———  Creator

- Inheritance

------------ = Constraints ESA

Figure 5.4: Smart Home [oT HyBAC 4 Model

World-Leading Research with Real-World Impact! Um@%

31 Computer Science



I.C.S Joint Work with C-SPECC

DOCtO ra I G ra d u ates Center for Security and Privacy

The Institute for Cyber Security Enhanced Cloud Computing

> M e h r‘ n O O S h S h a ka r‘a m i’ Op OPERATION AND ADMINISTRATION OF ACCESS CONTROL A Ccess

IN IoT ENVIRONMENTS

Control in loT Environments ,

> Safwa Ameer’ User_To_Dev MEHRNOOSH SHAKARAML M.Sc. 'loud_
Enabled loT With Smart Hoi

> Maanak Gupta, Secure Clo e Gl o Data:
) In Partial Fulfillment
Of the Requirements

Access Control Models and

DOCTOR OF PHILOSOPHY IN COMPUTER SCIENCE

> Smrriti Bhatt, Attribute-Bas —— Control

Ravi Sandhu, Ph.D., Chair
Dr. Murtuza Jadliwala, Ph.ID.

Models for Cloud and Cloua o

Xiaoyin Wang, Ph.D,

» Asma Alshehri, Access Con Internet
of Things, Spring 2018.

THE UNIVERSITY OF TEXAS AT SAN ANTONIO
College of Science
Department of Computer Science
May 2022

© Ravisandhy World-Leading Research with Real-World Impact! UTSA=

- Computer Science



I-C-S

The Institute for Cyber Security

SenderAtt

< -

© Ravi Sandhu

Device-to-Device ABAC C-SPECC

(CO m m u n i Cati O n CO nt ro I ) Center for Security and Privacy

Enhanced Cloud Computing

Sender
Device
4

SenderOP

Receiver
Device
I
4

ReceiverOP

P L

MessageAtt

Figure 5.1: Device-to-Device ABAC Model

World-Leading Research with Real-World Impact!

33

- >

ReceiverAtt

UTSA =

Computer Science



I' C S Scenario Driven C-SPECC

DeVi Ce-to- DeVi Ce A BAC Center for Security and Privacy

The Institute for Cyber Security Enhanced Cloud Computing

Sender N :
SenderAtt [«- Authorization -> ReceiverAtt
Y Y
SenderOP ReceiverOP
‘.L Message \‘}- ------- > Message Att
S o hyeoooo-- > Scenario Att
(Scenario)
t
Y
@- ------- > Trigger Att
Figure 5.3: Device-to-Device Scenario-Driven ABAC Model
© Ravisandhy World-Leading Research with Real-World Impact! UTSA=

» Computer Science



I° CS Take Aways
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» Meaningful 10T is necessarily Cloud-Enabled
Equivalently: Cloud-Assisted, Cloud-Coupled

» Motivated by Professional Grade threats

> Need convergence of access control models:
RBAC, ABAC, ReBAC, UCON ....

> loT requires traditional access control (actor to target)
as well as communication control (sender to receiver)

» Future/Ongoing work:
% Integration with Zero Trust concepts
< Application of Machine Learning
< Integration with Detection technologies
% Integration with Policy technologies
% Integration with Response technologies
< Administration models
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